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I. REAL PARTY IN INTEREST 

The real party in interest of this application is Hewlett-Packard Development 
Company, L.P. as evidenced by the full assignment of the pending application to 
Hewlett-Packard Company recorded starting at Reel 01 1428, Frame 0801, and the 
full assignment to Hewlett-Packard Development Company, L.P. recorded starting at 
Reel 014061, Frame 0492, in the Assignment Branch of the Patent and Trademark 
Office. The Hewlett-Packard Development Company, L.P., is a limited partnership 
established under the laws of the State of Texas and having a principal place of 
business at 20555 S.H. 249 Houston, TX 77070, U.S.A. {hereinafter "HPDC"). 
HPDC is a Texas limited partnership and is a wholly-owned affiliate of Hewlett- 
Packard Company, a Delaware Corporation, headquartered in Palo Alto, CA. The 
general or managing partner of HPDC is HPO Holdings, LLC. 

II. RELATED APPEALS AND INTERFERENCES 

Appellant, Appellant's undersigned legal representative, and the assignee of 
the pending application are aware of no appeals or interferences which will directly 
affect, be directly affected by, or have a bearing on the Board's decision in the 
pending appeal. 

III. STATUS OF THE CLAIMS 

Claims 1-31 are pending and stand rejected. Appellant appeals the rejection 
of claims 1-31 . 

IV. STATUS OF AMENDMENTS 

No amendments have been filed after the Office Action mailed March 27, 

2006. 

V. SUMMARY OF CLAIMED SUBJECT MATTER 

Concise explanations of the subject matter defined in each of the 
independent claims and argued dependent claims involved in the appeal follow with 
respect to exemplary illustrative embodiments of the specification and figures. 

Referring to claim 1, one method is described with respect to Fig. 1A and 

page 4, lines 3+ of the specification in accordance with one embodiment. In 
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particular, creation of an encrypted content message is described with respect to 
steps 20, 22 and creation of an encrypted authentication message is described with 
respect to steps 30, 32 of one embodiment. Fixing of the messages onto tangible 
media are described with respect to steps 24, 34 in the embodiment of Fig. 1A. 
The limitations if a valid reply has been received, wherein the valid reply is based 
upon the decrypted authentication message, then allowing the authorized recipient 
to obtain said content decryption key are described with respect to steps 42, 44 in 
one embodiment. 

Referring to dependent claims 2 and 1 1 , a recipient's key may be encrypted 
at a step 32A of Fig. 1A and the key is shared with a recipient as set forth in one 
example in step 104 of Fig. 2A. Additional details of Fig. 1A are described at page 
4, lines 3+ of the specification and additional details of Fig. 2A are described page 
17, lines 1 4- of the originally filed specification. 

Referring to dependent claims 4 and 13, sender authentication encryption is 
described at step 32 of Fig. 1A and at page 6 of the specification in one 
embodiment. Recipient's key and sender's key encryption are described with 
respect to steps 32A and 32B in one embodiment. Referring to Fig. 2 A, recipient 
use of a recipient's key and sender's key to decrypt the authentication message are 
described at steps 104 and 106 and page 17, lines 10+ of the specification in one 
embodiment. Additional details of Fig. 1A are described at page 4, lines 3+ of the 
Specification and additional details of Fig. 2A are described page 17, lines 1 + of 
the originally filed specification . 

Referring to dependent claims 7 and 16, exemplary encryption of a content 
message is described with respect to step 22 of Fig. 1A and page 4, lines 18+ of 
the specification in one embodiment. Exemplary decryption of an encrypted 
content message is described with respect to step 114 of Fig. 2A and page 18, 
lines 3+ of the specification in one embodiment. Additional details of Fig. 1A are 
described at page 4, lines 3+ of the specification and additional details of Fig. 2A 
are described page 17, lines 1 + of the originally filed specification. 

Referring to independent claim 1 O, an article of manufacture is illustrated as 

a fixed tangible medium 200 of Fig. 3 in one embodiment. An encrypted content 

message is illustrated as reference 202 and an encrypted authentication message is 

illustrated as reference 204 as set forth in one embodiment at page 19, lines 6+ of 
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the originally filed specification. Sending of a valid reply is described with respect 
to step 110 of Fig. 2A and allowing the recipient to obtain the content decryption 
key is described with respect to step 44 of Fig. 1A. Additional details of Fig. 1A 
are described at page 4, lines 3+ of the specification and additional details of Fig. 
2A are described page 17, lines 1 + of the originally filed specification. 

Referring to independent claim 19, an exemplary method including steps 
corresponding to the claimed method according to one embodiment is described 
with respect to Fig. 2A and page 17, lines 1 4- of the specification. Receipt of the 
tangible medium is described at Step 100 of Fig. 2A in one embodiment. Use of a 
recipient's key to decrypt the message is described at a step 104. Creation of a 
valid reply is described at step 108 and the valid reply is sent to the sender at step 
110. Receipt and use of the content description key are described with respect to 
one embodiment at steps 112 and 1 14 of Fig. 2A. 



VI. GROUNDS OF REJECTION TO BE REVIEWED ON APPEAL 

A. The 102 rejection of claims 1-9, 20-23 and 27-29. 

B. The 102 rejection of claims 10-18 and 24. 

C. The 102 rejection of claims 19 P 25-26 and 30-31. 
O. The 1 02 rejection of claims 2 and 1 1 . 

E. The 102 rejection of claims 4 and 13. 

F. The 1 02 rejection of claims 7 and 1 6. 



VII. ARGUMENT 

A. Positively-recited limitations of claims 1-9, 20-23 and 27-29 are not 
disclosed by Yaegashi and the 102 rejection is improper for at least this reason. 

Referring to the anticipation rejection of the claims. Appellants respectfully 
submit that positively recited limitations of the claims are absent from Yaegashi and 
the 102 rejection is improper for at least this reason. Appellants note the 
requirements of MPEP 12131 (8 th ed., rev. 3), which states that TO ANTICIPATE A 
CLAIM, THE REFERENCE MUST TEACH EVERY ELEMENT OF THE CLAIM. The 
identical invention must be shown in as complete detail as is contained in the claim. 
Richardson v. Suzuki Motor Co., 868 F.2d 1226, 1236, 9 USPQ2d 1913, 1920 
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[Fed. Cir. 1989). The elements must be arranged as required by the claim. In re 
Bond, 910 F.2d 831, 15 USPQ2d 1566 (Fed. Cir. 1990). 

Referring to independent claim 1, the method recites fixing an encrypted 
authentication message and encrypted content message onto a tangibfe medium 
and thereafter permitting the authorized recipient to obtain the tangibfe medium. 
The Office at pages 3-4 of the Action relies upon teachings of the Detailed 
Description section of Yaegashi at col. 10, lines 10+ as allegedly teaching various 
limitations of Appellants' claim 1 . However, the Office at page 4 of the Action 
relies upon teachings at col. 4 of the Background section of Yaegashi as well as 
teachings at col. 8 of the Summary of Invention section of Yaegashi as allegedly 
teaching the claimed fixing. Appellants respectfully submit the cursory teachings of 
the Background and Summary fail to teach the fixing limitations of claim 1 . 

In particular, the teachings at col. 4, lines 5-1 1 of Yaegashi relied upon by 
the Office as allegedly disclosing the claimed fixing merely state that large 
collections of information can be more efficiently and cost effectively distributed on 
fixed media such as CDs and that recent developments have made duplication and 
distribution of vast collections of information more economically practical. These 
teachings of col. 4 are void of the claimed fixing of the encrypted authentication 
message and encrypted content message onto a tangible medium as claimed. 

Furthermore, the teachings at col. 8, lines 60+ of Yaegashi also relied upon 
by the Office as allegedly disclosing the claimed fixing merely state that a central 
access control system copies sensitive information from a master set of CDs and 
records the information on distribution CDs using an embedded data encryption 
process. The teachings of col. 8 of the Summary of Invention of Yaegashi are void 
of the claimed fixing the encrypted authentication and content messages as 
positively claimed. The disclosure in col. 8 of the recording of the data content of 
the master CDs onto the distribution CDs fails to disclose the fixing of both the 
plural claimed messages including the encrypted authentication message as well as 
the encrypted content message as specifically claimed. 

Appellants have been unable to locate any teachings in Yaegashi of the 

claimed fixing the encrypted authentication message upon the tangible medium in 

addition to the claimed fixing of the encrypted content message. Col. 10, lines 

20+ of Yaegashi teaches unique disc identification information 200 is recorded on 
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each disc but Appellants have failed to locate any disclosure of the disc 
identification information 200 teaching an authentication message, let alone the 
claimed encrypted authentication message. 

Appellants respectfully submit that the claimed fixing of the encrypted 
authentication message is not taught by Yaegashi and the 102 rejection of the 
claims is improper for at least this reason. Appellants also respectfully submit that 
the reliance by the Office upon the bald, cursory teachings of the Background and 
Summary of Invention sections of Yaegashi instead of the Detailed Description also 
illustrates the faulty nature of the 102 rejection and the failure of Yaegashi to 
disclose the claimed fixing. 

In addition to the above-recited limitations absent from the prior art, Yaegashi 
also fails to disclose the claimed valid reply based upon a decrypted authentication 
message or the allowing the authorized recipient to obtain the content decryption 
key if the valid reply has been received as claimed. The Office on page 4 of the 
Action relies upon the teachings in col, 10, lines 58-64 and col. 12 P lines 4-20 as 
allegedly teaching these claimed limitations. The sending of the decryption key 
from the control system 100 at col. 10, lines 58+ of Yaegashi and the access of 
the local decryption key stored within the local database of system 130 fail to 
disclose the valid reply based on the decrypted authentication message as claimed. 
In particular, the decryption key is sent responsive to verification of a request based 
on the central access control database and grant of the request based on the 
remote location access rights. Appellants have failed to uncover any teachings in 
col. 10 of a valid reply based upon a decrypted authentication message or allowing 
the recipient to obtain the content decryption key if the valid reply has been 
received as positively claimed. 

Furthermore, col. 12, lines 4-20 of Yaegashi teach a user logging into the 
information access system 130 and disc identification information 200 is read and 
then a decryption key is located. Once again, Appellants have failed to uncover any 
teaching or suggestion in col. 12 of the claimed valid reply based upon a decrypted 
authentication message or the allowing the authorized recipient to obtain the 
content decryption key if the valid reply has been received as claimed. Appellants 
respectfully submit these additional positively-recited limitations of the claims are 
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not disclosed nor suggested by the prior art and the 102 rejection of the claims is 
improper for at least this reason. 

As demonstrated above, Appellants submit numerous limitations of the 
claims are not disclosed nor suggested by the prior art and Appellants respectfully 
submit that the 102 rejection is improper for at least this reason. 

B. Positively-recited limitations of claims 10-18 and 24 are not disclosed 
by Yaegashi and the 102 rejection is improper for at least this reason. 

Referring to independent claim 10, the article of manufacture comprises an 
encrypted content message fixed on a tangible medium end an encrypted 
authentication message fixed on the tangible medium . The Office on page 6 of the 
Action relies upon the teachings in col. 10, lines 65+ and col. 12 f lines 56-57 as 
allegedly teaching these limitations. Appellants respectfully disagree- 
In particular, the teachings at col. 10, lines 65+ refer to the identification 
number of the system 1 30 being a public encryption key and used to encrypt the 
CDs decryption key. However, Appellants have failed to uncover any teachings of 
the encrypted authentication message being fixed on the tangible medium upon 
which the encrypted content message is also fixed. Appellants respectfully submit 
the public encryption key and the CD's decryption key are not disclosed as being 
fixed on the tangible medium upon which the encrypted content message is also 
fixed. Appellants respectfully submit that the teachings of col. 10 fail to teach or 
suggest the limitations of the encrypted authentication message fixed on the 
tangible medium. 

Further, the teachings at col. 12, lines 56-57 of Yaegashi refer to an 

encrypted decryption key which is transmitted via a bMateral communication link 

and received by the system 130 which fails again to disclose an encrypted 

authentication message fixed on the tangible medium upon which the encrypted 

content message is fixed as claimed. To the contrary, the CD decryption key used 

in step S17 is either stored locally or transmitted after the CDs are distributed as is 

disclosed in Figs. 3A-3B of Yaegashi. Accordingly, Appellants respectfully submit 

the prior art fails to disclose or suggest the plural encrypted content and 

authentication messages fixed on the same tangible medium defined in claim 10 

and the 102 rejection of the claims is improper for at least this reason. 
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At page 6 of the Action, the Office further relies upon teachings at col. 8, 
lines 60-67 of Yaegashi of the Summary of Invention and also col. 9 f lines 10-22 of 
the Summary of Invention of Yaegashi. Col. 8, lines 60+ teaches the provision of 
unique disc identification information on each disc but Appellants have failed to 
identify any teaching of the identification information on each disc being encrypted 
or as disclosing an authentication message as claimed. Appellants have also failed 
to uncover any teachings in col. 9 of Yaegashi of the encrypted authentication 
message fixed on the tangible medium upon which the encrypted content message 
is also fixed as positively claimed. 

Claim 10 also positively recites that a recipient may use a decrypted 
authentication message to send a valid reply to a sender confirming that the 
recipient received said article and the sender may then allow the recipient to obtain 
the content decryption key usable to decrypt the encrypted content message, The 
Office at page 7 relies upon teachings in col. 10, lines 58-64 and coL 12, lines 4-20 
as allegedly teaching such limitations. However, the teachings of col. 10 disclose 
the control system 100 sending a unique decryption key which fails to disclose or 
suggest the claimed recipient using the decrypted authentication message to send a 
vaiid reply to the sender or the sender then allowing the recipient to obtain the 
content decryption key as defined in claim 1 0, 

Also, the teachings in col. 12 additionally teach the access system 130 
performing a local look up for a decryption key which fails to teach or suggest the 
claimed recipient using a decrypted authentication message to send a valid reply to 
a sender confirming that the recipient received said article and the sender may then 
allow the recipient to obtain the content decryption key usable to decrypt the 
encrypted content message. 

As demonstrated above, numerous limitations of the claims are not disclosed 
nor suggested by the prior art and Appellants respectfully submit that the 102 
rejection is improper for at least this reason. 

C. Positively-recited limitations of claims 19. 25-26 and 30-31 are not 

disclosed by Yaegashi and the 102 rejection is improper for at least this reason. 

At page 6 of the Action, the Office identifies teachings of col. 2, lines 41-45 

and col. 8, lines 66-67 of Yaegashi as allegedly disclosing the claimed tangible 

PDNO. 1QO03S95-1 
Serial No. 09/69 1, 783 
Brief of Appellant 

PAGE 12/24 ' RCVD AT 8/24/2006 7:21:46 PM [Eastern Daylight Time] * SVR:USPTO-EFXRM/20 • DNiS:2738300 1 CSID:5098383424 * DURATION (miMS):06-34 



08/24/2006 16:24 FAX 5098383424 



WELLS ST JOHN PS 



Bl 013/0 



8 

medium having fixed upon it an encrypted authentication messa ge and encrypted 
content message , However, the teachings in col. 2 refer to Background information 
and the general use of encryption to ensure against tampering and fails to teach the 
limitations of the claimed tangible medium. In addition, the teachings in col. 8 f lines 
66-67 of the Summary of Yaegashi state that unique disc identification information 
is also recorded on each disc in addition to the encrypted data. The identified 
teachings relied upon by the Office fail to disclose any encrypted information in 
addition to the encrypted content information on a tangible medium let alone the 
claimed encrypted authentication message in addition to the encrypted content 
message. Appellants respectfully submit limitations of the claims are not disclosed 
nor suggested by the prior art and the 102 rejection of the claims is improper for at 
least this reason. 

The claims additionally recite using a recipient's key to decrypt an encrypted 
authentication message into a decrypted authentication message and creating a 
valid reply using the decrypted authentication message . The Office at pages 8-9 of 
the Office Action fails to identify any teachings of the prior art which disclose or 
suggest the limitations of creating the valid reply using a decrypted authentication 
message as positively claimed. As evidenced by the failure of the Office to locate 
any prior art teachings of the claimed creating, Yaegashi fails to disclose or suggest 
the receiving the tangible medium having fixed on it an encrypted authentication 
message, the decryption of the encrypted authentication message into a decrypted 
authentication message, or the creating the valid reply using the decrypted 
authentication message as claimed. At page 9 of the Action, the Office identifies 
teachings of col. 12, lines 16-20 of Yaegashi as allegedly teaching the claimed 
sending of the valid reply. However, the teachings of col. 12 discloses the mere 
generation of a message to a central access control system 100 reporting the 
request and grant of the locally stored decryption key which fails to teach the 
claimed sending of the valid reply which was created using a decrypted 
authentication message as positively claimed. 

Appellants respectfully submit that numerous limitations of the claims are not 
disclosed nor suggested by the prior art and Appellants respectfully submit that the 
102 rejection is improper for at least this reason. 
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D. Positively-recited limitations of claims 2 and 1 1 are not disclosed by 
Yaegashi and the 102 rejection is improper for at least this reason. 

Referring to the rejections of claims 2 and 11, the Office relies upon the 
teachings at col. 3, lines 7-9 of Yaegashi. However, the teachings relied upon by 
the Office refer to two prior art patents as set forth at col. 2, lines 55+ of Yaegashi 
as opposed to the disclosed embodiments of Yaegashi and the teachings of these 
patents have not been demonstrated to be applicable or combinable with the 
teachings of the Detailed Description of Yaegashi relied upon as allegedly teaching 
other limitations of the respective independent claims. Furthermore, as discussed 
above, Appellants have been unable to locate any teachings in Yaegashi of the 
claimed encrypted authentication message and Appellants submit Yaegashi fails to 
disclose or suggest the limitations of claims 2 and 11 reciting the encrypted 
authentication message may be decrypted using a recipient's key which is a secret 
key that is shared between the sender and the recipient. 

Appellants respectfully submit limitations of the claims are not disclosed nor 
suggested by the prior art and Appellants respectfully submit that the 102 rejection 
is improper for at least this reason. 

E. Positively-recited limitations of claims 4 and 13 are not disclosed by 
Yaegashi and the 102 rejection is improper for at least this reason. 

Referring to the rejection of the claims, the Office relies upon teachings in 
col. 11, lines 1 1-17 and col. 10, lines 58-64 of Yaegashi in support of the rejection. 
The teachings in cols. TO and 11 refer to a CD decryption key used to decrypt the 
encrypted copy sensitive information copied from a master set of one or more CDs 
and fails to disclose the claimed sender's key for decryption of the authentication 
message which is recited in the claims in addition to the encrypted content 
message. Furthermore, the claims recite that the encrypted authentication message 
may be decrypted with a Step empioying a recipient's key and another step 
employing a sender's key . The decryption of the data content copied from the 
master set of one or more CDs of Yaegashi fails to disclose or suggest the claimed 
decryption of the encrypted authentication message in a piuraiity of steps using a 
recipient's key and a sender's key as recited in the claims. 
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Appellants respectfully submit limitations of the claims are not disclosed nor 
suggested by the prior art and Appellants respectfully submit that the 102 rejection 
is improper for at least this reason. 

F. Positively-recited limitations of claims 7 and 16 are not disclosed by 
Yaegashi and the 102 rejection is improper for at least this reason. 

The claims recite that the encrypted content message may be decrypted by a 
decryption method with a step employing a recipient's key and another step 
employing a sender's key. In support of the rejections, the Office relies upon the 
teachings of cols. 11, lines 11-17 and col. 10, lines 58-64 of Yaegashi. The 
teachings in col. 1 1 disclose a single distribution CD decryption key which may be 
used to decrypt a distribution CD while the teachings in col. 10 merely disclose that 
a single unique decryption key is sent to access a particular distribution CD 120. 
Yaegashi is void of disclosing or suggesting the limitations of the claims including 
plural keys (i.e., recipient's key and the sender's key) let alone the specifically 
claimed limitations that the encrypted content message may be decrypted by a 
decryption method with a step employing a recipient's key and another step 
employing a sender's key 

Appellants respectfully submit limitations of the claims are not disclosed nor 
suggested by the prior art and Appellants respectfully submit that the 102 rejection 
is improper for at least this reason, 

G- Conclusion 

In view of the foregoing, reversal of the rejections of the claims is 
respectfully requested. For any one of the above-stated reasons, the rejections of 
the respective claims should be reversed. In combination, the above-stated reasons 
overwhelmingly support such reversal. Accordingly, Appellants respectfully request 
that the Board reverse the rejections of the claims. 
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Vlll- CLAIMS APPENDIX 

1 1 . [Original] A method for a sender to send an encrypted message to 

2 an authorized recipient, the method having steps comprising: 

3 creating an encrypted content message that may be decrypted using a 

4 content decryption key that is unknown to the authorized recipient; 

5 creating an encrypted authentication message that may be decrypted 

6 using a recipient's key wherein the recipient's key is known to the authorized 

7 recipient but unknown to others except perhaps known to the sender; 

8 fixing the encrypted authentication message and the encrypted content 

9 message onto a tangible medium and thereafter permitting the authorized 

10 recipient to obtain the tangible medium; 

11 if a valid reply has been received, wherein the valid reply is based upon 

12 the decrypted authentication message, then allowing the authorized recipient to 

1 3 obtain said content decryption key. 

1 2. [Original] The method of claim 1 wherein the recipient's key is a 

2 secret key that is shared between the sender and the recipient. 

1 3. [Original] The method of claim 1 wherein the recipient's key is a 

2 recipient's private key that is associated with a recipient's public key. 

1 4. [Original] The method of claim 1 wherein said step of creating an 

2 encrypted authentication message further comprises a step of sender 

3 authentication encryption such that the authorized recipient may use a sender's 

4 key for decryption of the authentication message thereby authenticating that the 

5 sender was the source of the encrypted authentication message, such that the 

6 sender's key is known to the authorized recipient, and such that the encrypted 

7 authentication message may be decrypted with a decryption step employing said 

8 recipient's key and with another decryption step employing said sender's key. 
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1 5. [Original] The method of claim 4 wherein the sender's key is a 

2 secret key that is shared between the sender and the authorized recipient but 

3 unknown to others. 

1 6. [Original] The method of claim 4 wherein the sender's key is a 

2 public key that is associated with a sender's private key. 

1 7, [Original] The method of claim 1 wherein said step of creating an 



2 encrypted content message further comprises a step of sender authentication 

3 encryption such that the authorized recipient may use a sender's key for 

4 decryption of the encrypted content message thereby authenticating that the 

5 sender was the source of the encrypted content message, such that the 

6 sender's key is known by the authorized recipient, and such that the encrypted 

7 content message may be decrypted by a decryption method with a step 

8 employing the recipient's key and with another step employing the sender's key. 



1 8. [Original] The method of claim 7 wherein the sender's key is a 

2 secret key that is shared between the sender and the authorized recipient but 

3 unknown to others. 

1 9. lOriginal] The method of claim 4 wherein the sender's key is a 

2 public key that is associated with" a sender's private key. 

1 10. [Original] An article of manufacture for sending an encrypted 

2 message from a sender who possesses a content decryption key to a recipient 

3 who possesses a recipient's key, the article, comprising: 

4 a tangible medium; 

5 an encrypted content message fixed on said tangible medium, wherein 

6 said encrypted content message may be decrypted using the content decryption 

7 key; 

8 an encrypted authentication message fixed on said tangible medium, 

9 wherein said encrypted authentication message may be decrypted using the 
10 recipient's key; 
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11 whereby after the article is delivered to the recipient the recipient may 

12 use the recipient's key to decrypt said encrypted authentication message into a 

13 decrypted authentication message, the recipient may use the decrypted 

14 authentication message to send a valid reply to the sender confirming that the 

15 recipient received said article and the sender may then allow the recipient to 

16 obtain the content decryption key. 

1 11. [Original] The article of claim 10 wherein the recipient's key is a 

2 secret key that is shared between the sender and the recipient. 

1 12. [Original] The article of claim 10 wherein the recipient's key is a 

2 recipient's private key that is associated with a recipient's public key. 

1 13. [Original] The article of claim 10 wherein said encrypted 

2 authentication message is sender authentication encrypted such that said 

3 encrypted authentication message may be decrypted by a decryption method 

4 having a step employing the recipient's key and having another step employing a 

5 sender's key such that the recipient may use the sender's key to authenticate 

6 that the sender was the source of said tangible medium. 

1 14. [Original] The article of claim 13 wherein the sender's key is a 

2 secret key that is shared between the sender and the authorized recipient but 

3 unknown to others. 



1 IB. [Original] The article of claim 13 wherein the sender's key is a 

2 public key that is associated with a sender's private key. 
3 

1 16. (Original] The article of claim 10 wherein said encrypted content 

2 message is sender authentication encrypted such that said encrypted content 

3 message may be decrypted by a decryption method having a step employing the 

4 recipient's key and having another step employing a sender's key such that the 

5 recipient may use the sender's key to authenticate that the sender was the 

6 source of said tangible medium. 
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1 17. [Original] The article of claim 16 wherein the sender's key is a 

2 secret key that is shared between the sender and the authorized recipient but 

3 unknown to others. 

1 18. [Original] The article of claim 16 wherein the sender's key is a 

2 public key that is associated with a sender's private key. 

1 19. [Original] A method for an authorized recipient to receive an 

2 encrypted message from a sender, the method having steps comprising: 

3 receiving a tangible medium from the sender wherein the tangible medium 

4 has fixed upon it an encrypted authentication message and an encrypted content 

5 message; 

6 using a recipient's key to decrypt the encrypted authentication message 

7 into a decrypted authentication message, wherein the recipient's key is known 

8 to the authorized recipient but unknown to others except perhaps known to the 

9 sender; 

10 creating a valid reply using the decrypted authentication message; 

1 1 sending the valid reply to the sender; 

12 if the recipient has received a content decryption key from the sender, 

13 then using the content decryption key to decrypt the encrypted content 

14 message. 

1 20. [Previously Presented] The method of claim 1 further comprising 

2 receiving the valid reply using the sender after permitting the authorized 

3 recipient to obtain the tangible medium, and wherein the allowing is responsive 

4 to the receiving. 

1 21. [Previously Presented] The method of claim 20 wherein the valid 

2 reply is generated by the recipient after the recipient obtains the tangible 

3 medium. 
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1 22. [Previously Presented] The method of claim 1 wherein the 

2 creatings, the fixing end the allowing comprise creatings, fixing and allowing 

3 using the sender. 

1 23. [Previously Presented] The method of claim 1 wherein the fixing 

2 comprises permanently fixing the encrypted authentication message and the 

3 encrypted content message onto said tangible medium. 

1 24. [Previously Presented] The article of claim 10 wherein the 

2 encrypted content message and the encrypted authentication message are 

3 permanently fixed onto said tangible medium. 

1 25. [Previously Presented] The method of claim 19 wherein the 

2 creating and the sending the valid reply comprise creating and sending using the 

3 authorized recipient. 

1 26. [Previously Presented] The method of claim 19 wherein the 

2 receiving, the usings, the creating, and the sending comprise receiving, usings, 

3 creating and sending using the authorized recipient. 

1 27. [Previously Presented] The method of claim 1 wherein the fixing 

2 comprises fixing both the encrypted authentication message and the encrypted 

3 content message onto the tangible medium comprising the same medium. 

1 28. [Previously Presented] The method of claim 27 wherein the same 

2 medium comprises a single fixed tangible medium. 

1 29. [Previously Presented] The method of claim 28 wherein the single 

2 fixed tangible medium comprises a compact disc. 

1 30. [Previously Presented] The method of claim 19 wherein the using 

2 the recipient's key comprises using the recipient's key by the authorized 

3 recipient. 
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1 31. [Previously Presented] The method of claim 19 wherein the 

2 creating the valid reply comprises creating using the authorized recipient, 
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IX. EVIDENCE APPENDIX 

Appellants submit no evidence with this appellate brief. 
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X. RELATED PROCEEDINGS APPENDIX 

Appellants are not aware of any related proceedings. 



PDNO. 10003895-1 
Serial No. 09/691,783 
Brief of Appellant 



PAGE 24/24 ' RCVD AT 8/2412008 7:21 :46 PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-3/20 ' DNIS:2738300 » C$ID:5098383424 ' DURATION (mm-ss):06-34 



